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IHoaroroBka pado4yux MeCT Y4aCTHUKOB K BbINOJTHEHHUIO 3aIaHUI
mkoabHOro 3Tana BcOIl o ungpopmaruke

poduan «MHpopmManmonHasi 6e301MaACHOCTb»

[apanTHpOBaHHOE BBINOMHEHHE 33JaHUi MpeaycMarpuBaeTcss Ha kKommbioTepax ¢ Windows 10 u Goinee
HoBbIMH Bepcusimu Windows, a taroke ¢ OC cemeiictBa LiNUX mpy HATMYHUU TPETyCMOTPEHHOTO KOMILIEKTOM
10, pa3peméHHbIX pecypcoB U YCHEITHON MpeIBapUTeN-HON MPOBEpKe pabovyero Mecra.

Komanowr apt nusce omnocames k Ubuntu/Debian u coemecmumovin cucmemam. Jua ALT Linux, opyeux
ceMeticme U Pa3HblX @epcuti OUCMPUOYMUBOS UCTIOAb3YIME WMAMHbLIL MeHeddicep NaKemos 1 OOKYMEeHMAYUI0
yemanognentou OC. Ha pabouux mecmax y4acmuuka He OO0JHXCHO mpedo8amuvcsi AOMUHUCMPUPOBAHUE 80
epemsi mypa.

IlepeyeHb MHCTPYMEHTOB
5-6 xknacchl

JIONOHNUTENbHBIE HHCTPYMEHTHI HE TPEOYIOTCS

7-8 Kiaccnl

HHcTpyMeHT
TekcToBBIN pefakTop
7-Zip unu 7zip
GIMP

Python3

C/C++

Wireshark

CyberChef

9-11 kaaccnl

HNucTpyMeHT
TekcToBbIl peraKkTop
7-Zip wnu 7zip
Python3

C/C++

Wireshark

Ha3nauyenue

Pabora ¢ TekcTom

Pabota ¢ apxuBamu

Pabora ¢ m3o0paxeHusIMH
BrinosiHeHWE CKPUIITOB U BBIYUCIIEHUAN
Komnmnanus nporpamm

OTkpbITHE QAIIIOB CETEBOTO TpaduKa

[IpeobpazoBanue qaHHBIX

Hasnauyenue

Pabota ¢ TekcToM

PaboTa ¢ apxuBamu

BrlnonHenue CKpUNTOB U BBIYUCICHUI
Komnussinus nporpamm

OtkpbiTre QaiiaoB ceTeBoro Tpaduxa



HNucTpymeHT Ha3znauenue

HxD nnm xxd [TpocMoTp MBOMYHEIX (hailioB
CyberChef ITpeo6paszoBaHme TaHHBIX

ExifTool ITpocMOTp MeTamaHHEBIX (haiaIoB
StegSolve AnHanu3 n3o00paxeHnit

Autopsy Amnanmmz 00pa3oB 1 (PaJIOBBIX CHCTEM

Ycranoska GIMP
Cxkauats GIMP https://www.gimp.org/downloads/

GIMP wucnionb3yercst 1uist paboThI ¢ U300paKEHUSIMH.

Windows

Ckauaiite ycraHoBIIUK 110 OC 1 apXUTEKTYPY KOMITBIOTEPA, BHITIOJHUTE YCTAHOBKY U 3aIyCTHTE IPOTPAMMY
10oJ, Y4ETHOM 3aIMChI0 YUEHUKA.

Linux Ubuntu/Debian: ycranoBure maker wu3 pemosutopus. J[ms Apyrux JUCTPUOYTHBOB MOYKHO
WCIIONB30BaTh MOIEP)KUBAEMYIO MTOCTAaBKY ¢ oduimansHoi crpanunbl GIMP, coBMecTMyIo ¢ KOHKpeTHON
OC.

sudo apt update
sudo apt install gimp

[IpoBepka: oTkpoliTe HewTpampHOoe H300pakeHue PNG, m3menutre macmtad w KCIOPTUPYHTE KOMHIO B
pabouyro manky. Ecmu HOBas Bepcusi He momnepxuBaer crapyto OC, HCIONB3YHTE COTIACOBAaHHYIO
COBMECTHMYIO BEPCHUIO H IIPOBEPHTE €€ 0 Typa.

YcranoBka Python

Python ucnonbe3yercs ast peuieHus 3aaa4 o0OpaTHOW MHXeHepuH U kpunrorpaduu. He mensiite padouyio
BEPCHIO HETTOCPEACTBEHHO IEPE TYPOM.

Windows

Ckauatp Python https://www.python.org/downloads/

IMepeiiqure Ha oduIManbHBIA caiiT u BblOepuTe yctanoBky musi Windows. Tlpu HCIOJIb30BaHUH
KJaccuyeckoro ycranopnmka Bimounte «Add Python to PATH». Ecam ucmonssyercs Python Install
Manager, ycraHoBHTE Yepe3 Hero coriiacoBaHHyro Bepcuro Python u mpoBepbTe JOCTYIHOCTh KOMaH/ python
W py.

ITocne 3aBeplIeHHs yCTAaHOBKM OTKPOMTE HOBOE€ OKHO KOMAaHIHOM CTPOKH. BbIltosiHUTE:
python --version
python -c "import base64, binascii; print ('OK"')"

Ecnu B cucteme MCIONb3yeTcsi KOMaHIa py, 3aMEHUTE python Ha py. [IpoBepka [0DKHA BHIBECTH BEPCHIO
Python 3 u ctpoky OK.

Linux Ubuntu u Debian
python3 --version

Ecnu Python otcyrcTByer, ycranoBute ero u3 pernosuropus OC:


https://www.gimp.org/downloads/
https://www.python.org/downloads/

sudo apt update
sudo apt install python3 python3-pip python3-venv

python3 -c "import base64, binascii; print ('OK')"
JlomoHuTEILHBIE OMOJINOTEKH

base64 u binascii Bxoasr B cranaaptHyo 6ubnuorexky Python. Komanael pip install base64 W pip
install binascii BBEIIOJTHATH HE TpeOyeTCs.

bubnuorexkn pycryptodome u Sympy ycTaHaBIMBAIOTCS Yepe3 KOMAHIHYIO CTPOKY (MJIM TEPMHHAI) C
MOMOIIBI0 YCTaHOBIIMKA [TAKETOB Pip:

pip install pycryptodome sympy

Komnuasitop u cpena paspadorku C u C++

KommusiTop TpeOyeTcsi TONBKO JUlsi KOMIUIGKTOB, B KOTOpPBIX TpeaycMoTpeHa padora ¢ C/C++. Ecim
COTJIACOBaHHBIN KOMITWIIITOP YK€ YCTAHOBJIECH W TPOBEPEH, MOBTOPHAs YCTaHOBKA WJIM OOHOBIICHHE HE
TpeOyeTcs.

Windows VS Code u GCC
Cxauats VS Code https://code.visualstudio.com/download

VYcranoBure VS Code u pacmmpenne C/C++ ot Microsoft. Kommunsatop ycraHaBIMBaeTCs OTACIBHO:
ckauaiite MSYS2 ¢ https://www.msys2.0rg/ u ycTaHOBUTE €ro. DTOT BapHAHT PACCUUTAH HA 64-pas3psaHyio
Windows 10 Bepcuu 1809 u HOBee.

Ortkpoiite Tepmunan MSYS2 u ycranosute Habop HHCTpyMeHTOB MINnGW-w64:
pacman -S --needed base-devel mingw-w64-ucrt-x86_ 64-toolchain

[MonTBepaute Habop makeToB KiaBumieii Enter wu  ycranoBky kiaBumed Y. J[lobGaBbTe mamky
C:Amsys64\ucrt64\bin B mepemennyio Path yuérroii 3amucu yuactuuka; eci MSYS2 ycraHOBJIeH B APYTYIO
MankKy, YKaKATe COOTBETCTBYMOUMM myTh. Ilepesamyctute VS Code u oTKpoiiTe HOBOE OKHO KOMaHIHOMN
ctpoku. [IpoBeppre:

gcc —--version

g++ —--version

gdb --version

B VS Code otkpoiite pocTyto TecToByto nporpamMmy C++, HKMUTE KHOTIKY 3ammycka u Beioepute «C/C++:
g++.exe build and debug active file». [IpoBepbTe COOpKY U 3amycK 01 yU4ETHON 3aITUChI0 YYaCTHHUKA.

IMoapoduas uncTpykuus https://code.visualstudio.com/docs/cpp/config-mingw

Linux Ubuntu u Debian

sudo apt install g++ build-essential
g++ —--version

Cpena noimKHa 3amycKaThesl 6€3 JOTMONMHUTENBHBIX 3aTPy30K BO BpeMs Typa.

Ycranoska Wireshark
Wireshark ucrosnb3yercst uist aHaiu3a CeTeBOro Tpaduka.

Cxauatps Wireshark: https://www.wireshark.org/download.html

Windows
BBI6epI/ITe YCTaHOBIJ_II/IK 1101 apXHTeKTypy KOMHBIOTepa, BaHyCTI/ITe cro u CJ'ICI[yf/iTe I/IHCTp}IKLII/IHM MaCTepa.

Jnst ureHus BbIIAHHBIX (aiioB .pcap u .pcapng ycranoska Npcap e tpeOyetca. Npcap HyeH 1uis 3aXBaTta
XKHUBOTO Tpadrka; He0OXOAUMOCTh TaKoi (DYHKIIMU HE TIPETyCMOTPEHA TPEOOBAHUSIMHE 33 JaHNSI.


https://code.visualstudio.com/download
https://www.msys2.org/
https://code.visualstudio.com/docs/cpp/config-mingw
https://www.wireshark.org/download.html

Linux Ubuntu u Debian

sudo apt update
sudo apt install wireshark

Jlyis oTKpBITHS TOTOBOTO (haiina Tpaduka 100aBlIeHUE yYaCTHUKA B TPYIITY 3aXBaTa MAKETOB HEe TpeOyeTcs.
Ecnu ycraHOBIIMK cCHpalmiMBacT O pa3pelieHWH 3axBata i OOBIUHBIX IIOJIB30BATEICH, CIEIyNHTE
YTBEPKACHHOW KOH(UTYpaIK IIKOJBL; JJs pabOThl TOJHKO C BBIIAHHBIMH (haillaMu 3TO pa3pelieHue He
HYKHO.

IIpoBepka

OtkpoiiTe HEHTpaNbHBIA TeCTOBBIN (aiin .pcap umu .pcapng yepe3 «Paiin — OTKpbITE». CHHCOK MaKeTOB
JIOJKEH 0TOOpaXKaThesl oA OOBIYHOM YUETHOH 3alUChI0 YUaCTHUKA.

YcranoBka hex-pexakropa

Windows HxD
HXD ABIIACTCSA 6eCHJ'IaTHI>IM nu yI[06HI)IM B UCITIOJIB30BaHHUU I/IHCprMCHTOM.

Cxkauate HXD https://mh-nexus.de/en/hxd/

3arpy3uTe yCTaHOBOUHYIO HJIHM IIEPEHOCHMYIO Bepcuio. [locie yctanoBku b0 pacmakoBky 3amycture HXD
Y OTKpOWTE KOMHIO HeHTpaipHOTO (aitna. [IpoBepbTe oToOpaskeHue 0aiToB.

Linux xxd

xxd Tmo3BoJsIET MpocMaTpuBaTh (aiiy B IIECTHAAATEPUYHOM BHIE. EciM yTHIMTa OTCYTCTBYET B
Ubuntu/Debian, ycranosure eé:

sudo apt install xxd
xxd -1 64 test.bin

test.bin — myTh K HeliTpaspHOMY TecToBoMy (aiiiny. Eciu komiiekt tpedyer rpaduyeckuii hex-pemakrop,
IPEOCTAaBbTE COTACOBAHHYIO IPaMIECKyI0 allbTepHAaTHBY; XXd paboTaeT B KOMaHIHOH CTPOKe.

AnprepratuBa ImHex https://github.com/WerWolv/ImHex

[Ipu BeIOOpe IMHEX ncnons3yiite coopky amns ycranosnenHoir OC u nposepbte e€ 3apanee. Kommepueckuit
010 Editor momyckaeTcs TOJIbKO MPHU HAIMYUM TOAXOMAIICH JIMIIEH3UHM; OH HE SIBISETCS HEOOXOIUMOit
[IJIATHOW NMOKYIIKOM ISl UCIIOJIHEHUS TOW HHCTPYKLUH.

Ycranoka CyberChef

CyberChef mnpezncraBinsier co0oit  BeO-IPUIIOKEHHE [UIS  BBIOJHEHHS OINEpAaldil  KOAMPOBAHUS W
JIEKOIMPOBaHUS JTAHHBIX.

Be6 Bepcust CyberChef https://gchg.github.io/CyberChef/

Jst Windows u Linux: otkpoiite oduimansHyo BeO-BEpCHIO U HCIONIB3YHTE CChUTKY CKaYMBaHHS TOJTHOM
JIOKAJIbHOM KOIIMM B BEPXHEW YacTU NMPUIIOXKEHUS. PacnakyiTe MOJy4eHHBIH apXHUB B OTAEJIBHYIO NAIKy U
otkpoiite HTML-¢aiin npunoxkenus B 6paysepe. CoxpaHUTe BCIO MAINKy MPUIOKEHUS, a He Tojibko HTML-
(aiin.

[IpoBepka: mpu OTKIOYEHHOW BHEIIHEM CETH OTKPOUTE MPUIOKEHUE, BBEIUTE HEUTPANbHBIA TEKCT U
BBITIOJTHATE MTPOCTOE TIPEeoOpa3OBaHME.
Ycranoska ExifTool

Ckauatp EXifTool u npounrars uacTpyKIHIo https://exiftool.org/

ExifTool wucnone3yercss s mpocmorpa MeraaaHHeix. Windows: ckagaiite Windows-cOopky mox
apXUTEKTYPY KOMITBIOTEpA U pacriakyiTe apXuB MOJHOCTBI0. COXpaHHUTE PAJOM UCIIOIHAEMBIH (aiiil v manKky
exiftool_files, ecnmu ona BxoaurT B moctaBky. Iy 3amycka M3 KOMAHIHOW CTPOKH TEpEHMEHYHTE
exiftool(-k).exe B exiftool.exe.


https://mh-nexus.de/en/hxd/
https://github.com/WerWolv/ImHex
https://gchq.github.io/CyberChef/
https://exiftool.org/

Windows 13 nanku nporpamMmmel

exiftool.exe -ver
exiftool.exe test.jpg

Linux Ubuntu/Debian: yctaHOBHUTE MakeT U3 PEMO3UTOPHS U MPOBEPHTE YTCHUE HEUTPATLHOTO (haiina:

sudo apt install libimage-exiftool-perl
exiftool -ver
exiftool test.jpg

YceranoBka StegSolve
Crpannmna coopku StegSolve https://github.com/Giotino/stegsolve

Ckauaiite JAR-(aiin B oTnenpHyto manky. M300paxeHns A aHaIHM3a TaKKe JOJDKHBI ObITh CKadaHbl Ha
KoMIbloTep yuacTHHKa. OTaenbHas ycranoBka StegSolve ve tpedyercs; JAR-(aiin 3amyckaercs dyepes Java.

3arpyska JAR-Bepcuu 1.4 https://github.com/Giotino/stegsolve/releases/download/v1.4/StegSolve-1.4.jar

StegSolve ucnonb3yercst aus aHanuza usoopaxkenuit. s JAR-c6opku B Windows u Linux reobxoanma
coBMecTHMast Java. YcraHoBUTE coryiacoBanHyio cpeay Java; B Ubuntu/Debian MoxHO HCONB30BaTh MaKeT
default-jre.  Jlns  Windows  BeiOepure — momxomsirylo — cOOpky — Java,  Hampumep ~— Ha
https://adoptium.net/temurin/releases/.

Linux Ubuntu/Debian
sudo apt install default-jre

Windows u Linux u3 manku ¢ JAR
java -version
java -jar StegSolve-1.4.jar

3amyck ABoHHBIM mmenukoM 1o JAR-gaiiny 3aBucut ot HactpoeHHoi B OC cBszu ¢ Java. Ecnu oxHO He
OTKPBIBAETCS, UCIIOJIb3YWTE NIPUBEAEHHYIO KOMAaHy 3alycka. Eciu koMaHaa java He HalJleHa, IPOBEPhTE
ycTaHOBKY Java u e€ nqoctymaocth B PATH, 3aTem oTkpoiiTe HOBO€ OKHO KOMaHTHON CTPOKH.

ITpoBepka: otkpoiite HelTpanbhbiii ¢aiini PNG depe3 File — Open. V6emurech, 4To OKHO paboTaer u
n300pakeHue 0TOOpaKaeTCsl.
BapuanT pas Windows 6e3 Java

Astopckas ampanramus StegSolve Native
https://github.com/AlexandrLatin/stegsolve-native/releases/tag/release-1.0

st 64-paspsiaroit Windows 10-11 ckauaiite daiin StegSolve-winl0_11-amd64.exe co cTpaHHIBI penn3a U
3amyctute ero. OTaensHast yctaHoBKa Java He Tpebyercs. Mcmonb3yiiTe 3TOT BApUAHT, €CITH OH COTJIACOBaH
OpPraHM3aTOPOM; 3apaHee MPOBEPhTE HEOOXOAMMBIC (YHKIIMM M OTKPHITHE TECTOBOTO HM300paXKCHHS IO
y4€THOM 3amuchio yaacTHuka. J{ist Linux ucmosb3yiire JAR-CO0PKY, ONMMCAHHYIO BBIIIIE.

¥YcranoBka Autopsy

Ckauatp Autopsy https://www.autopsy.com/download/

AuUtopSY HCIIOJIB3YETCS TOJILKO NPU HEOOXOAMMOCTH aHalln3a 00pa30B WK (DaliIOBBIX CUCTEM.

Windows

Ckayaiite 64-pazpsyiabiii MSI ¢ odunanbHO# cTpaHuIbl. 3amycTUTe YCTAHOBIIVK, 3aBEPIIUTE YCTAHOBKY H
oTKpoiire AUtOpSY mo1 OOBIYHON YIETHO 3aMHMChI0 YIaCTHHUKA.

Linux ¢ moaaep:kkoi Snap

Odunmanshas nactpykuus Snap https://github.com/sleuthkit/autopsy/blob/develop/snap/README.md

Ecmu B nuctpubyTHBe HacTpoeH shapd, ycranosure makeT u3 Shap Store. B Ubuntu snapd o6brato goctymes;
IIpu €TI0 OTCYTCTBUH TEXHUYECKUUN CIICIUAJIUCT YCTaHABJIMBACT €ro Cp€aACTBaMu )II/ICTpI/I6yTI/IBa.


https://github.com/Giotino/stegsolve
https://github.com/Giotino/stegsolve
https://adoptium.net/temurin/releases/
https://github.com/AlexandrLatin/stegsolve%1enative/releases/tag/release-1.0
https://www.autopsy.com/download/
https://github.com/sleuthkit/autopsy/blob/develop/snap/README.md

sudo snap install autopsy
autopsy

[l mpoBepku pa3pelieHnit BEIMOJHUTE snap connections autopsy. ECIM makeT HE UMEET J0CTyIa K
marke MoJib30BaTeNs, MoAkmounte HHTepdeiic home. Xpanute TecToBble (ailiel B OOBIYHON Marmke
MOJIL30BATEIISA; JOCTYII K JJPYTUM MECTaM MOXKET TpeOOBaTh OTACIHHOTO pa3pelieHus Snap.

snap connections autopsy
sudo snap connect autopsy:home

Linux 6e3 Snap

VYcranoska u3 ZIP u 3aBucumoctu
https://qgithub.com/sleuthkit/autopsy/blob/develop/Running Linux OSX.md

CrnenyiiTe  WHCTPYKIIMH  COOTBETCTBYIOIIEIO  pejiHM3a:  YCTaHOBUTE  3aBHCHMOCTH  CKPHUIITOM
install_preregs_ubuntu.sh, coxpanuTe ykazaHHbIH MyTh Java, ycTraHOBHTE coBMecTHMBIN makeT The Sleuth Kit
u ckavaiite ZIP Autopsy. 3arem semmomaawute install_application.sh us xaramora linux_macos_install_scripts,
MmosicTaBuB MyTH K ZIP, manke ycTaHoBKH U Java:

./install application.sh -z /myTs/autopsy.zip -i /myTe/autopsy -j /myTs/java

Cxpunt mis Ubuntu He sBiseTcs yHUBEpPCAJIbHBIM Ul BCeX IUCTPUOYTHBOB. [yt Apyrux cucrem
TEXHUYECKUH CHCIHMATUCT HCIOJb3YyeT O(QUIMAILHYI0 HWHCTPYKIIMIO 3aBUCUMOCTEH MJIM  3apaHee
anpoOMpOBaHHBINM 00pa3 opraHu3aTopa.

IIpoBepka

Cozpmaiite TectoBoe naeno, M00aBbTe HEWTPaNbHBIA 00pa3 u3 Qaiila m IpoBepbTe OTOOpaKEHHE CIHCKA
¢aiinos. BeimonHuTe MpoBepKy MoJ| yYETHON 3alMChI0 yYaCTHUKA B IPEAYCMOTPEHHOM pekuMe ceTtu. Ecim
KOMIUICKTY HYyXHa (DYHKIUs, HEIOCTyMHas B BbIOpaHHO# LINUX-cOopke, MOArOTOBBTE COBMECTUMYIO
KOH(UTYpALHIO 10 Typa.

IIpoBepka padoyero Mecra mepea CTapToM Typa

* VYcraHoBuTe mporpammsl 3apanee. lIposepsiiite paboTy moj TOH yYETHOW 3amUChIO, KOTOPYIO
HCTIONB3YeT yYacTHHUK, 0€3 3ampoca npas aAMUHHCTPATOpA.

» [IpoBepbTe OTKpHITHE HEWUTPANBHBIX (aiJIOB HYXKHBIX THIIOB, PACIIAKOBKY apXWBa W COXpaHEHUE
pe3yiibTaTa B pabouyro Narky.

» IIposepkTe miardopmy: BXOJl B TECTOBBIN TYp, CKauMBaHUe (aiiiioB, BBOJ OTBETA U €TO COXPAHCHHE.

*  YCTaHOBHUTE TNPEAYCMOTPEHHBIN DPEKUM CETH; IMOBTOPUTE IPOBEPKY JOKAIBHBIX MPOTpaMM U
CIIPaBOYHBIX MaTEpUAJIOB B 3TOM PEXKHME.

* Cozpgaiite OTHENbHYIO pabOuyyl0 MANKy YYacTHHKA, OOecmeuybTe IOCTYN K HEW M IOATOTOBBTE
KOHTAKTBI OJICPAKKH.


https://github.com/sleuthkit/autopsy/blob/develop/Running_Linux_OSX.md

